Abstract-We propose a novel least significant bit steganography algorithm based on a Hitzl-Zele chaotic function. On the first step a pseudorandom generator is constructed for chaotic pixel selection for hiding the secret message. Exact study has been provided on the novel scheme using visual inspection, peak signal-to-noise ratio, and histogram analysis. The experimental data show excellent performance of the novel stego technique.
I. INTRODUCTION

S
TEGANOGRAPHY is art and science of hiding secret information (message) in plain sight without being noticed within an innocent cover data (container) so that it can be securely broadcasted over a communications channel. First used containers usually were hand written text, images ets. but with technology progress one of the most used containers these days are raster graphic files.
In recent years, with rapid development of information and communication technologies, web-based services (tools) are becoming increasingly favourite. Steganography, as a part of science of securely data transmission [6] , [20] , is an art of inconspicuous message sending. There is a need for new stego algorithms, that provide the necessary security and privacy in data communication [29] . Using chaotic maps in steganography algorithms become more popular, because of the resistance of increasing stego attacks.
In two fundamental papers [15] , [16] F. Pichler and J. Scharinger proposed the chaotic Baker map to securing digital communications. J. Fridrich in [9] extended their work by adapting nonlinear two-dimensional maps on a torus and on a square, with aims to achieve better encryption.
Least significant bit (LSB) method based on Henon map is presented in [14] . In [17] , novel least significant bit method based on 1D logistic map is proposed. In [12] , a novel steganographic algorithm using Baker and Logistic maps is designed. Two-level steganographic methods based on chaotic maps are presented in [18] and in [13] . Novel LSB hiding algorithm, which uses chaotic rotation equations, is proposed in [26] .
In Section II we propose a novel pseudorandom bit generator based on Hitzl-Zele chaotic function. In Section III we present a novel LSB image steganography algorithm, and extended performance analysis is given. Finally, the last section concludes the paper.
II. PSEUDORANDOM BIT GENERATOR BASED ON HITZL-ZELE CHAOTIC MAP
Pseudorandom generators are basic primitives used in cryptography algorithms but in our case we apply the random properties of chaotic pseudorandom bit generator to steganography algorithm. Pseudorandom generators are software realized methods for extracting sequence of random values.
A. Proposed Pseudorandom Bit Generation Algorithm
The Hitzl-Zele function [10] , [19] , is a three-dimensional discrete-time dynamical system given by:
with bifurcation parameters a = 0.25 and b = 0.87 for chaotic behaviour. Figure 1 We propose a new pseudorandom bit generation algorithm with the following steps:
Step 1: The initial values x(0), y(0), and z(0) from Eq. (1), and a bit stream limit L are determined.
Step 2: The Hitzl-Zele chaotic map is iterated initially for L times.
Step 3: The iteration of the Eq. (1) continues, and as a result, three real fractions x(i), y(i), and z(i), are calculated.
Step 4: The first two numbers x(i) and y(i) are postprocessed as follows:
where abs(x) returns the absolute value of x, integer(x) returns the the integer part of x, truncating the value at the decimal point, mod(x, y) returns the reminder after division.
Step 5: Perform XOR operation between h 0 and h 1 to get a single output bit.
Step 6: Return to Step 3 until the bit stream limit is reached.
The presented pseudorandom bit generator is implemented in C++, using the following initial values: x(0) = 0.9134, y(0) = 0.6324, z(0) = 0.0975, and L = 550.
Similar chaos based PRG can be found in [3] , [5] , [7] , [8] , [22] , [23] , [24] , [25] , [27] . 
B. Key space
The key space is configured by the four numbers x(i), y(i), and z(i), and L. With number of about 16 decimal digits precision [30] the key space is more than 2 172 . This is large enough against exhaustive attack methods [1] .
C. Key sensitivity
Testing key sensitivity requires comparison of result output binary sequences using very similar secret keys. In order to do the experiments we changed a single digit of variables from key space of the proposed pseudorandom generator. The secret key 1 uses the initial values described in Section II, the secret key 2 is formed by changing x(0) to 0.9135, for secret key 3 x(0) is changed to 0.9324, for secret key 4 y(0) is changed to 0.6325, for secret key 5 y(0) is changed to 0.6334, and for the last two secret keys 6 and 7, z(0) is changed to 0.0976 and 0.0985 respectively. The next figures visually show the result sequences calculated using different but similar secret keys. algorithm has good statistical properties and provide high level of security and randomness.
III. LEAST SIGNIFICANT BIT STEGANOGRAPHY USING HITZL-ZELE CHAOTIC MAP
A. Proposed Least Significant Bit Steganography Algorithm
Here we design a novel LSB image steganography scheme by using the pseudorandom bit generation algorithm based on the Hitzl-Zele chaotic function, Section II.
We consider plain and stego images of n×m size. The bytes of the BMP pixel's grid are randomly passed based on HitzlZele pseudorandom bit generation. The header information bits are directly transferred into the stego image.
The novel steganography algorithm consists of the following steps:
Step 1: Symbol for the end of the plain text is added.
Step 2: Convert plain text to binary sequence using ASCII table.
Step 3: The pseudorandom generator based on Hitzl-Zele function is iterated forty eight times to produce 24 bits for i-value and 24 bits for j-value. These bits are converted modulo n and modulo m, respectively. Integer values i and j are produced. Step 4: Repeat Step 3 until unused pixel position (i, j) is detected.
Step 5: Embed three bits from the input sequence into the last bit of the RED, GREEN and BLUE values of the selected pixel position (i, j).
Step 6: Repeat Steps 3-5 until stego image is produced.
Decoding algorithm consists of the following steps:
Step 1: The pseudorandom generator based on Hitzl-Zele function is iterated forty eight times to produce 24 bits for i-value and 24 bits for j-value. These bits are converted modulo n and modulo m, respectively. Integer values i and j are produced. Step 2: Repeat Step 1 until unused pixel position (i, j) is detected.
Step 3: Retrieve three bits to the output binary sequence of the last bit of the RED, GREEN and BLUE values of the selected pixel position (i, j).
Step 4: Every 8 bits are converted into char symbol and added to extracted text.
Step 5: Repeat Steps 1-4 until the end symbol is detected.
The designed LSB algorithm is implemented in C++ programming language and the color images are selected from USC-SIPI image database (sipi.usc.edu/database/).
B. Visual Inspection Analysis
As an example, Figure 3 shows the image 4.2.05 Airplane (F16), Figure 3(a) , and its stego images, Figure 3(b)-3(f) . The visual inspection does not find differences between the plain image and the stego images. The images are identical optically with no indication of hidden messages.
C. Peak Signal-to-Noise Ratio Analysis
Peak Signal-to-Noise Ratio (PSNR) is the ratio between the maximum possible power of a signal and the power of noise contained in the signal. It is defined as follows:
where d is the bit depth of the pixel and MSE is the mean square error between the plain and stego images. MSE is defined as:
where
is the ith-row jth-column pixel in the plain and stego images, respectively. In Table IV , we provide the computed values for MSE and PSNR for the proposed stego algorithm, where MSE and PSNR are calculated for images with 100 chars (800 bits), 200 chars (1600 bits), 300 chars (2400 bits), 400 chars (3200 bits), and 500 chars (4000 bits) embedded, are presented.
From the obtained results, Table IV , it is clear that the PSNR values are very high, above 68 dB, which is an indication that the new LSB chaos-based steganography algorithm has a good level of security.
In Table V , we have compare the PSNR of our embedding scheme with similar references [2] , [4] , [17] , and [18] .
Compared to other LSB steganography schemes, we can see that proposed scheme has higher PSNR values.
D. Histogram Analysis
Image histograms are graphical representation of the tonal distribution in digital images. This test compares histograms of plain and stego images. In addition, histogram analysis was performed using ImageJ (https://imagej.nih.gov/ij/) histogram analysis of the distribution of gray values in the cover and the stego image 4.2.05 Airplane (F16), see Figure 4 . It is examined that the histograms of the stego images are very similar to that of the plain image with no indication of hidden messages in stego images.
IV. FUTURE WORK
In the future steps, we intend to experiment with hiding messages not only in least significant bit in order to increase container capacity without any sign of steganography. We also intend to use Bent boolean functions to increase chaos behaviour and pseudorandomness of PRG. Hardware implementation of the proposed algorithm is one of our goals.
V. CONCLUSION Novel least significant bit steganography algorithm based on a Hitzl-Zele chaotic function, is designed. Empirical experiments are provided for testing the security of the proposed scheme. Our stego analysis, visual inspection, peak signalto-noise ratio, and histogram analysis, show that the novel algorithm has enough key size, high key sensitivity and excellent performance.
